@@
@
o ©
R ¢}
. L
| .' " . .
Align Data Privacy,

Security, and Governance
ininsurance



Table of Contents

Data Privacy, Security, and Governance for Insurance

'@" BigID

Types of Data Relevant to Insurers

Data Privacy and Protection Laws Insurers Need to Know
* Regulations that protect financial data

* Regulations that protect personal data
* Regulations that protect health data

Align Privacy, Security, and Governance Strategy

Protect Data with a Single Source of Data Truth




Data Privacy, Security,
and Governance for Insurance

Data that insurance companies collect, process, manage, and share happens to be highly
sensitive, personal, and regulated — and because of its sensitive nature, it makes an attractive
target for malicious attackers.

'@" BigID

On top of that, insurance organizations sit on high volumes of data, inviting even higher risk. It's
beyond difficult to keep up with the data you know you have, to say nothing of dark and potentially
high-risk data hiding out — or forgotten — across the enterprise.

Insurers need to be able to find, classify, inventory, manage, protect, and report on all of their
sensitive data, regardless of where it is or what it is. It's a momentous task — one that requires
addressing common challenges like siloed data, lack of visibility and accurate insight, and
balancing legacy systems with cloud data. All while meeting a litany of compliance requirements.

Types of Data Relevant to Insurers

Regulated data vary from law to law. Some regulations focus on nonpublic personal data (NPI),
some on material nonpublic information (MNPI), others on personal information (PI), sensitive

personal information (SPI), and so on.

Here are some common types of data that insurers commonly deal with:

Identifying &
Biographical

Name, address, email,

DOB
Tax ID and SSN

Gender, ethnicity,
citizenship

—
—

Financial
Data

Bank account numbers
and IBANs

Credit card data

Credit history

v

Health
Data

Physical and mental
health/treatment
history, including

pregnancy, diseases,

disabilities
Healthcare providers

Biometric data

Employement

Company, job title, and
employee ID

Salaries and hire dates

Labor contracts

@
Property

Real estate holdings
and mortgage
agreements

Vehicles and driving
record history

Pets
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Data Privacy and Protection Laws Insurers
Need to Know

Insurers must comply with constantly evolving laws from various U.S. and global regulating bodies
— and properly maintain, secure, and report on their data.

v Regulations that protect financial data:

e GLBA (Gramm-Leach-Bliley Act)

GLBA s a U.S. federal law that requires insurers and other financial organizations to ensure
the confidentiality and security of customers’ NPl — and adhere to specific guidelines on
how they govern and disclose that data, including third-party sharing.

SOX (Sarbanes-Oxley Act)

SOX is a U.S. federal law requiring that financial institutions maintain an adequate control
structure for their financial records, data protection policies, and reporting.

PCI DSS (Payment Card Industry Data
Security Standard)
The PCI DSS (2006) is a set of requirements intended to ensure that all companies that

process, store, or transmit credit card information securely manage credit card data and
cardholder information throughout the transaction process.

Regulations that protect personal data:

GDPR (General Data Protection Regulation)

GDPR is an EU data protection and privacy law aimed at giving individuals control over their
personal data. GDPR applies to any enterprise that processes the personal information of
data subjects in the EU, regardless of where the organization resides — and also addresses
the handling and transfer of personal data outside the EU.

CCPA (California Consumer Privacy Act)

CCPA is a state statute that enhances consumer privacy rights and protections for residents
of California, and it applies to any enterprise doing business in California. For financial
companies, including insurance, it establishes a broader definition of personal information
than NPI, regulates purpose for use, and institutes a private right of action provision.
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e« NY SHIELD (New York Stop Hacks and Improve
Electronic Data Security) Act

The SHIELD Act requires that any person or business which owns or licenses computerized
data containing New Yorkers’ private information implement and maintain reasonable
safeguards to protect the security, confidentiality, and integrity of the data.

« NYS DFS CRR 500 (The New York Department
of Financial Services Cybersecurity Regulation)

The NY DFS requires financial services to maintain a cybersecurity program to protect
consumers’ private data and manage cyber risk. It requires a risk-based approach
to protecting customer information from being revealed or stolen for illicit purposes.

v Regulations that protect health data:

* HIPAA (Health Insurance Portability
and Accountability Act)

HIPAA is a U.S. federal law that regulates health data — defined as protected health
information (PHI) and electronic protected health information (ePHI). HIPAA aims to prevent
fraud and abuse of personal healthcare data. U.S. insurance providers dealing with medical
records are required to protect sensitive data in compliance with HIPAA requirements.

While these regulations are varied, ultimately they have a common thread: reducing risk and
protecting regulated data. They require that insurance institutions be able to not only classify
sensitive and personal data — but drill down into that data for a deeper level of granularity.

These organizations need visibility on regulated data, to be able to report on and validate their
data practices, and be proactive about protecting the sensitive, personal, and customer data that
they collect and process.
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Align Privacy, Security, and Governance Strategy

The key to addressing multiple and layered regulatory demands starts with knowing your data:
it's critical to be able to discover, identify, and classify all regulated data across an organization’s
entire data landscape in order to align with compliance demands.

Reduce risk with ML

Regulated data is everywhere: in silos, shadow servers, and data streams — across legacy
systems and in modern cloud storage. Traditional technologies only see one kind of data, or
may only find data that you already know about — leaving a host of vulnerable information
open to risk.

With BigID, insurers can use an ML-based discovery-in-depth approach to inventory data by
identity, content, type, and sensitivity, gaining full visibility into all regulated and critical data
of all types — structured to unstructured. By leveraging machine learning for correlation,
insurance companies can find and classify data relationships, align inferred data, and
identify associated data down to the identity level.

Minimize data

BigID enables organizations to identify data redundancy and find similar, duplicate, and
derivative data. With BigID, companies can identify the golden copy of each record and gain
meaningful insight from that data. Find the data you need to quickly distinguish between
real and noisy data in unstructured data environments.

Migrate to the cloud

In order to balance compliance, privacy, security, risk, and cost and efficiency concerns,
execute a strategic cloud migration initiative. With BiglID, insurance institutions can map,
monitor, and inventory sensitive data before it's migrated to the cloud, uncover data quality
issues, identify duplicate data, highlight overexposed data, and apply labels based on
classification output for automated enforcement in the cloud.

Protect sensitive and regulated data

Proactively protect sensitive, personal, regulated, and critical data — from legacy stores to

cloud environments. With BigID, insurance orgs get visibility and complete coverage of their
sensitive, regulated, and high-risk data. BigID empowers organizations to uncover dark data,
manage risk, automate and enforce security policy, and align a security-by-design approach.
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* Fulfill data privacy requirements

Get full visibility into personal and regulated data across both U.S. and global regulations
that impact insurance companies. With BigID, organizations can leverage a complete PI/
PIl inventory using correlation to drill down the identity level, automate data subject access
requests (DSAR) fulfillment, document record of processing activity (RoPA), identify what
data is shared with third parties, and enable consent governance. Get customized reporting
for each line of business, and operationalize privacy initiatives across the organization.

* Improve data quality

BigID enables organizations to improve their data quality, providing insights within business
context. Actively monitor the consistency, accuracy, completeness, and validity of your data
— and know if it is fit for purpose and privacy compliant. Evaluate data quality based on data
profiling results, and get results automatically in a unified catalog view — no queries required.

 Integrate risk insights with data governance

Insurers need to maintain a laser focus on reducing risk — and implement effective risk-
reduction across the enterprise. By accurately identifying at-risk data with BigID — such as
overexposed, incomplete, or ungoverned data; redundant, duplicate, derivative, or similar
data; data movement violations; permissions violations, and so on — they can enable their
teams to initiate remediation workflows and take swift action on data breaches.

« Catalog sensitive data across
unstructured and structured sources

BigID empowers insurers to automatically identify sensitive, personal, and regulated data
for a full dynamic catalog view into all their data, everywhere — across structured and
unstructured data. Incorporate active metadata for added business context and data-driven
insights — and get full oversight into your data, all within a single pane of glass.
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Protect Data with a Single Source of Data Truth

Insurance organizations face unique hurdles when it comes to effectively protecting their data,
achieving regulatory compliance, modernizing their systems, and gaining insights from data.

Start with a single source of data truth to automatically discover, map, and inventory sensitive,
regulated, and personal data — across all data sources and types of data. From on-prem to cloud,
mainframe to data lakes, structured to unstructured, insurance institutions need to take a proactive
approach to knowing their data, wherever it lives.

Schedule a demo to see how BigID helps insurers discover, identify, manage, and protect their data.

‘www.bigid.com/demo



http://www.bigid.com/governance

